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Abstract

In this paper we consider the problem of securely outsourcing computation on private
data. We present a protocol for securely distributing the computation of the data structures
used by current implementations of the Certified Information Access primitive. To this aim,
we introduce the concept of a Verifiable Deterministic Envelope - that may be of indepen-
dent interest - and we provide practical implementations, based on standard cryptographic
assumptions.

We also discuss a prototype implementation of our proposal based on the PUB-WCL
framework developed at the University of Paderborn for sharing computation across a net-
work.

1 Introduction

The advances in communication technology of the last decades have made it possible the emer-
gence of global-scale computer networks. Networks of such a large scale are currently used to
share information for fast dissemination and efficient access. It has been observed that most
of the nodes in a global size network are idle most of the time, thus it is very tempting to use
the idle cycles of this huge computer to our advantage. We envision a scenario where a user
outsources its computation to the network. Researchers have considered challenging issues in
contexts such as node/service/data discovery, resource scheduling, and load balancing. More-
over, several security issues must be addresses, such as authentication of entities collaborating in
the computation, confidentiality of communication, correctness of the computation in presence
of malicious adversaries, etc.

This paper addresses some of the security issues related on outsourcing computation on
private data. Sharing computation across the network has been successfully achieved for sev-
eral computation-intensive tasks like number-theoretic computation [2] or search for signs of
extraterrestrial intelligence [4]. We notice that in both cases the input to the shared compu-
tation are public and security issues are trivial or non-existing. In other applications in which
the outsourced computation is to be carried out on public data, most of the security issues are
directly related to the problem of authentication: is the entity/user/service who required the
computation entitled to use the network?

1



However, in some cases one wants to share computation to be performed on private data.
A typical example is given by a user that wants to share the computation associated with
a cryptographic algorithm. For instance, authors in [9] showed how a computationally weak
device like a mobile device could be helped in computing the encryption of a message by faster
devices. In this case the input of the computation, that is the cleartext, is private, otherwise
there would be no need for encryption in the first place. Distributing computation on private
data is thus more problematic. On one side, the user wants to harness the computational power
of network to speed-up his computation; on the other side, he does not want to trust the network
with his private data.

In this paper, we show that it is possible to securely share the computation associated with
the construction of a data structure to be used for Certified Information Access. To this aim,
we introduce a new cryptographic primitive, which we call Verifiable Deterministic Envelope,
and we show how to use it to securely share the construction of the data structures needed
for Certified Information Access. We then give a very efficient implementation of Deterministic
Envelopes. We also describe an implementation based on the PUB-WCL [6, 10, 5] framework
developed at the University of Paderborn.

Certified access to a database. The Certified Information Access (CIA for short) is a cryp-
tographic primitive introduced by [9] that provides certified access to a database. Specifically,
the database owner publishes a snapshot of its current database, which we refer to as the Public
Information, on a trusted entity. Once the public information is available, any user may issue
queries to the database. The database owner gives the user the query result along with a short
proof that the result is consistent with the published snapshot. In other words, the database
owner can only reply to users’ queries by sending the information actually contained in the
database while a user will be able to identify wrong and/or maliciously constructed answers.

We notice that this problem has several applications in contexts in which the database owner
as incentives to provide specific informations to the users. For example consider a website that
provides information on the ”closest” shop to a given position to its users. Furthermore, assume
that the same website publishes commercials for some shops that pay some fee for such a service.
In this case, the website administrator might be willing to pre-process replies in a way to favor
the companies that pay for commercials w.r.t. the ones that do not pay any fee.

One trivial way of implementing CIA is to publish the whole content of the database on
a trusted server. A user can thus compare the received reply with the one contained in the
public copy of the database (or actually directly query the trusted server). This solution is,
of course, neither secure nor efficient. Since the database has to publish its whole contents,
the confidentiality of the information therein contained is compromised. Furthermore, since all
the elements in the database need to be transmitted and stored, the communication and space
complexity of this solution is linear in the size of the database.

For these reasons the public information should satisfy the following properties:

• Compactness: The size of the public information should be at most O(polylog(s)), where
s is the number of entries in the database

• Confidentiality: The public information should not reveal anything about the actual con-
tent of the database.

• Correctness: A correct answer to a query should be consistent with the public information
with probability one.

• Soundness: Any wrong answer to a query will be detected with high probability.
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Currently, a way of implementing CIA primitives is by means of a new cryptographic primi-
tive, namely mercurial commitments introduced and studied in [12, 8, 7, 11]. Unfortunately, the
implementation of such primitive are computationally intensive. On one hand, the generation of
the public information is time consuming also on current servers. On the other hand, although
the verification procedure can be easily executed on a PC in few seconds, it still requires a not
neglibigle time on tiny mobile devices.

In [9], the authors provide a distributed implementation of a CIA service. In such implemen-
tation, the database owner builds a tree representing the database. Each node in the database is
associated to the computation of modular exponentiations. The system presented in the above
paper, by using “pre-computation” peers, securely distributes, for each node in the tree, the
computation of the modular exponentiations. Each pre-computation peer receives a base and a
modulus and she is required to randomly select a number of exponents and to compute the cor-
responding modular exponentiation. The database owner is simply required to locally combine
partial results obtained by the peers.

Our Contribution. In this paper we present an efficient distributed implementation of a
CIA service. Our implementation allows the database owner to completely outsource the tree
computation. Clearly, the information in the database need to be hidden before they are trans-
ferred. Unfortunately, as it will be clear in the next sections, it is not possible to use “simple”
(neither randomized nor deterministic) encryption schemes. To this aim, we first present a new
primitive, which we call Verifiable Deterministic Envelope (or VDE for short), that allows the
“encryption” of all the elements in the database. The “encrypted” version of the database is
then transferred to a web-cluster that computes the tree associated to the database and sends
it back to the database owner.

In this scenario, the database owner still needs to locally compute an “encryption” of each
element in the databases.

As in [9], we describe a solution for static databases, i.e., databases in which the content does
not change. This is however without loss of generality as our main target will be slowly-changing
databases for which every time the database is updated a new snapshot is published. For rapidly
changing databases, one could use the construction of [11] which is however not very practical.
Indeed, the latter solution requires that, for each database update, the database owner has to
publish some information whose size is poly-logarithmic in the size of the key space.

Notice that, since our solution works only for static databases, it is important to speed up
the construction of the tree of commitments since CIA for slowly-changing databases can be
implemented by reconstructing from scratch the whole tree.

We assume that there exists a trusted entity that does not collude with the entity holding
the database. The trusted party is only required to generate some of the public parameters for
the scheme and to store the database’s snapshot. Furthermore, we assume the possibility of
accessing a cluster of untrusted machines whose role is to construct the tree of commitments.

This paper is organized as follows: In Section 2, we describe the cryptographic primitives
used to implement our prototype. In Section 3 we show how to modify the initial database in
order to securely outsource computation. In Section 4 we describe a new primitive, which we
call the Verifiable Deterministic Envelope, used to secure the outsourcing of the computation.
In Section 5 we report the design principles for a distributed architecture implementing a CIA
service.
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2 Cryptographic Background

In this section we describe the cryptographic primitives we will use in this work.

One Way Trapdoor Permutations. A trapdoor permutation family Π over D consists of
the following triple of algorithms: (PermGen, Permute, Invert). The randomized algorithm
PermGen, on input a security parameter, outputs the description f of a permutation along with
the corresponding trapdoor tf . The algorithm Permute, given the permutation description f
and a value x ∈ D, outputs y ∈ D, the image of x under the permutation f . The inversion
algorithm Invert, given the permutation description f , the trapdoor tf , and a value y ∈ D,
outputs the pre-image of y under the permutation f . When it engenders no ambiguity, we will
write f(x) instead of Permute(f, x) and f−1(y) instead of Invert(f, tf , y).

We require that Permute(f, ·) be a permutation of D for all possible (f, tf ) output by
PermGen, and that Invert(f, tf , Permute(f, x)) = x hold for all (f, tf ) output by PermGen and
for all x ∈ D. Let (f, tf ) ← PermGen(1k) and y = f(x). A trapdoor permutation family Π
is said to be one-way if, given y, and f , no polynomial time algorithm can compute x with
non-negligible probability.

Deterministic Signatures. A deterministic signature scheme is a triple of algorithms S =
(KeyGen, Sign, Ver). The algorithm KeyGen is a randomized algorithm that, on input a security
parameter, outputs a pair (sk, vk), consisting of a signature key sk and a verification key vk.
The algorithm Sign is a deterministic algorithm that takes as input a message x and the signing
key sk and outputs a signature σ for x. The verification algorithm Ver is a (possibly randomized)
algorithm that takes as input a message, x, a signature, σ and a verification key vk and outputs
1 if and only if σ = Sign(x, sk).

A signature scheme is secure against selective forgery attacks if there exist no (probabilistic)
polynomial time algorithm that, on input a message x and the verification key vk, outputs a
valid signature σ for x with non-negligible probability.

Mercurial Commitments. In any commitment scheme, a sender and a receiver participate
in a Commit protocol where the sender commits to some secret information m while the receiver
learns nothing1

A Mercurial Commitment scheme, studied in [12, 8, 7, 11], allows two possible ways of cre-
ating a commitment. A hard commitment h to a message m, corresponding to a “classical”
commitment, meets both the hiding and binding properties. In other words, the hard commit-
ment h for a message m does not reveal any information on m. At the same time, h can be only
”opened” to the value m, i.e., the sender cannot reveal a value m′ 6= m. A soft commitment
does not take any message as input and cannot be ”opened” as hard commitments. On the
other hand, soft commitments are not binding, that is, there exists a special tease operation
that allow to “open” a soft commitment to any message m. A hard commitment can be opened
and teased only to the original message m.

1Commitment schemes may be computationally or unconditionally hiding. In the first case, the receiver is
restricted to some PPT and, with high probability, she cannot obtain information on the committed value. In
the latter case, the receiver has unbounded computational power and, with probability 1, she cannot gain any
information on the value of m in the information-theoretic sense. on the value of m. Later the sender can
”open” the commitment by revealing the secret information and the receiver can reject such value if it is not
consistent with the information received during the Commit. A commitment scheme meets the binding property
if it guarantees the receiver that the sender cannot reveal a value m′ 6= m that is consistent with the information
exchanged during the Commit phase.
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A feature of Mercurial commitments schemes is that hard and soft commitments are in-
distinguishable. Thus, given a mercurial commitment, it is not possible to determine a priori
whether it is a hard or a soft one. More formally, a Mercurial Commitment scheme consists of
the following 6-tuple

MC = (Setup, Commit, VerifyOpen, SoftCommit, Tease, VerifyTease)

of possibly randomized algorithms. In this section we show how we implement Mercurial Com-
mitment schemes. Our implementation is based on the hardness of the discrete logarithm in
cyclic groups and is based on [8].

The Setup procedure consists in randomly picking a random prime p and two generators
g, h of the cyclic group Z?p . All operations are to be considered in the group Z?p unless otherwise
specified.

The Commit procedure takes as input the string m and public parameters (p, g, h) and com-
putes com and dec as follows: randomly pick r0, r1 ∈ Z?p and set com = (gm · (hr1)r0 , hr1) and
dec = (r0, r1).

The VerifyOpen procedure takes as input the public parameters (p, g, h), a message m, a
commitment com = (C0, C1) and decommitment key dec = (r0, r1) and consists in checking
whether C0 = gm · Cr01 and C1 = hr1 .

The SoftCommit procedure takes as input the public parameters (p, g, h) and computes Scom
and Sdec as follows: randomly pick r0, r1 ∈ Z?p and set Scom = (gr0 , gr1) and Sdec = (r0, r1).

As stated above, the Tease procedure can be applied both on hard and soft commitments.
In case of hard commitment, the Tease procedure takes as input a hard commitment com = (gm ·
(hr1)r0 , hr1), the decommitment key dec = (r0, r1), and the string m and simply returns τ = r0.
In case of soft commitment, the procedure takes as input a soft commitment Scom = (gr0 , gr1),
the teasing key Sdec = (r0, r1), and the string m and returns τ = (r0 −m)/r1 (mod p− 1).

The VerifyTease procedure takes as input public parameters (p, g, h) and teasing τ of
commitment (C0, C1) to string m and consists in checking whether C0 = gm · Cτ1 .

Correctness and security of this scheme have been shown in [8].

Certified Information Access. In the context of secure databases, an implementation of a
certified information access has to provide the users with a database service in which each answer
to a query consists of the actual query results and a proof that such information is indeed the
actual content of the database. The verification of the proof can be accomplished by using some
public information that the database provided before the query was issued. Such public infor-
mation should not reveal anything about the actual content of the database. In a CIA system
we identify three parties, the CertifiedDBOwner the User and the PubInfoStorage.

In a setup phase, the PubInfoStorage generates the public parameters that will be used
for the CIA service. The PubInfoStorage is assumed not to collude with the Certified-
DBOwner.

The CertifiedDBOwner, based on public parameters and the content of the database,
produces the public information that is then sent to the PubInfoStorage. Whenever a User
makes a query to the CertifiedDBOwner, he obtains an object that contains the answer to
the query and some information that can be used, along with the information held by the Pu-
bInfoStorage, to prove that the answer is indeed correct and that the CertifiedDBOwner
has not cheated.
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Certified Information Access via Mercurial Commitments. In the following, we de-
scribe how to implement the CIA functionality based on Mercurial Commitments. This de-
scription resembles the one in [8]. We consider a simple database D associating to a key x
a value D(x) = v. Let us assume that all keys have the same length `, i.e., x ∈ {0, 1}`. A
reasonable choice is ` = 60 since on one hand it allows to have a large key space and, at the
same time, it is possible to use hash functions for reducing the key size to this small value. The
database D can thus be represented by a height-` binary tree where leaf identified by the binary
representation of x contains the value v = D(x). If no value is associated by the database to
key x, the leaf numbered x contains the special value ⊥.

A first solution to the CIA problem could be to constructs a binary tree as follows: the
leaves of the tree contain “classical” commitments of elements of the database. Each internal
node of the tree contains the “classical” commitment of the hash of the concatenation of the
contents of its two children. The “classical” commitment contained in the root of such a tree
constitutes the public information that is sent to the PubInfoStorage.

To answer to a query about x, the CertifiedDBOwner simply de-commits the correspond-
ing leaf and provides the authenticating path (along with all the decommitments) to the root.
The problem with this approach is that it requires time exponential in the height of the tree: if
we choose ` = 60, then 261 − 1 commitments need to be computed.

This is where Mercurial Commitment helps. Observe that the exponential-size tree might
have large empty subtrees (that is, subtrees where each leaf is a commitment to ⊥). Hence,
instead of actually computing such a subtree ahead of time, the CertifiedDBOwner forms
the root of this subtree as a soft commitment and does not compute anything for the rest of the
tree. Thus, the size of the tree is reduced from 2`+1 − 1 to at most 2`|D|, where |D| represents
the number of elements in the database. Answering to a query about x such that D(x) 6=⊥ is
still done in the same way, i.e., the CertifiedDBOwner de-commits the leaf corresponding
to x along with all the commitments on the path from the root of the tree to the leaf. If
instead D(x) =⊥, the CertifiedDBOwner teases the path from the root to x. More precisely,
the path from the root to x will consists of hard commitments until the root R of the empty
subtree containing x is encountered. All hard commitments from the root of the tree to R
are teased to their real values (recall that hard commitments can be teased only to their real
value). Then, the CertifiedDBOwner generates a path of soft commitments from R to (the
leaf with number) x ending with the commitment of ⊥. Each soft commitment corresponding
to a node along the path is teased to the soft commitments corresponding to its two children.
The User simply needs to verify that each teasing has been correctly computed. We stress that
for positive queries (that is, queries for x such that D(x) 6=⊥) the User expects to see opening
of hard commitments whereas for negative queries (that is, queries for x such that D(x) =⊥)
the User expects to see teasing of commitments; some of them will be hard commitments and
some will be soft commitments but the user cannot say which ones are which. Due to space
limitations, we describe the above procedures in details in Appendix A.

3 Securely Outsourcing CIA

As stated in the previous section, a CIA service can be implemented by using mercurial commit-
ments. An implicit assumption is that the CertifiedDBOwner uses a deterministic algorithm
to associate the elements in the database to the leaves of the tree, e.g., the value v = D(x) is
associated to the leaf identified by the binary representation of the key x. Such a deterministic
approach allows the user to verify that the received proof corresponds to a specific path that,
in turn, corresponds to the queried key. We remark that the above argument does not rule out
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the possibility of (pseudo-)randomly assigning keys to tree leaves. However, if the Certified-
DBOwner uses a randomized strategy for such assignment, for each key in the database, there
should exists a “certified” way of binding the key along with the randomness used to create the
path in the tree.

Thus, a deterministic placement of database elements to tree leaves guarantees the security
of the CIA service. On the other hand, if the CertifiedDBOwner is willing to outsource the
tree construction, the problem of confidentiality of information contained in the database has
to be taken into account. Notice, however, that there exist two conflicting requirements. On
one hand, the CertifiedDBOwner need to hide the information contained in the database
from the entity that constructs the tree. Specifically, it should not be possible to check whether
there exists in the database a value associated to a specific key. On the other hand, the User
should be able to verify that the answer received for a given query actually corresponds to the
submitted key.

A first solution could be to (deterministically) encrypt the keys of the elements in the data-
base (along with the values associated to them). If the CertifiedDBOwner uses a symmetric
key encryption scheme, she can securely hide all the information from the computing entity.
Unfortunately, after the tree has been constructed, she need to publish the key used to encrypt
the keys in order to allow the users to properly verify the answers.

A second possible approach could be to encrypt each key in the database using a public
key encryption scheme. In this case, the leaf associated to the key is identified by the binary
representation of the encryption of the key itself. This approach allows the User to compute
by herself the “permuted” value of the key. Unfortunately the entity that computes the tree can
execute the same operation herself by obtaining information on the existence of some specific
key in the database.

Another possible solution could be to place each element in the database in the leaf identified
by the (binary representation of the deterministically computed) signature of the key. We remark
that also this solution does not prevent the computing entity to check whether or not some key
belongs to the database by simply “verifying” the existance of a valid signature for the considered
key.

For the above reasons, we need a way of deterministically permuting the keys in the database
in a way that the computing entity will not be able (a) to compute the key given its permuted
value and (b) to compute the permuted value of any key of its choice. Furthermore, the user,
by interacting with the CertifiedDBOwner, should be able (a) to compute the permuted
value associated to a given key and (b) to verify that the computed value is the one used by the
CertifiedDBOwner during the tree construction phase.

In order to hide the information contained in the database before outsourcing the tree compu-
tation we need a deterministic function, we will call it EnvelopeGen, which should guarantee the
following properties: the keys contained in the database are deterministically permuted and the
entity to which the tree construction will be outsourced will have no information on the actual
keys contained in the original database. At the same time, the user should be able to verify the
answers generated by the CertifiedDBOwner. Furthermore, since the CertifiedDBOwner
transfers the hard commitment of the values contained in the database, the confidentiality of the
content of the database is guaranteed. Once we have such a function, we build a new database
as follows: to each pair (key, value) we associate the pair (EnvelopeGen(key), Commit(value)).

As we will see in the next section, such properties can be achieved by using a new primitive
we introduce. This primitive will be used to permute the elements in the database. Given
such a permutation, the user can, by interacting with the CertifiedDBOwner, compute the
value associated to each key. On the other hand, the computing entity, given the “permuted”
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database, cannot tell whether or not a key is therein contained without interacting with the
CertifiedDBOwner.

4 Verifiable Deterministic Envelopes (VDE)

In this section we introduce a new primitive, the Verifiable Deterministic Envelope, or VDE for
short. We will use such a primitive to hide the information contained in the database before
outsourcing the tree computation our our distributed implementation of CIA.

4.1 VDE: Definition

Definition 1 (Verifiable Deterministic Envelope) A Verifiable Deterministic Envelope scheme
(VDE for short) is a triple (EnvKeyGen, EnvelopeGen,EnvelopeOpen) of algorithms, involving
a sender S and a receiver R, described as follows:

• A randomized key generation algorithm EnvKeyGen executed by the sender. The algorithm
EnvKeyGen, on input a security parameter, k, generates a pair (pk, sk). The value pk is
made public while sk is kept secret by the sender.

• A deterministic envelope generation algorithm EnvelopeGen executed by the sender. The
algorithm EnvelopeGen, on input a string x, and the pair (pk, sk) computes a V DE for x.
In order to simplify the notation, we will denote by EnvelopeGen(x) the VDE computed
as EnvelopeGen(x, (pk, sk)).

• An interactive opening protocol EnvelopeOpen executed by both the sender and the receiver.
The protocol is started by the receiver who provides a string x. At the end of the protocol,
the receiver is able to compute the (correct) value for EnvelopeGen(x).

The following is a security definition for VDE:

Definition 2 A VDE scheme (EnvKeyGen, EnvelopeGen, EnvelopeOpen) is OW -secure if the
following holds:

a. For any x, given pk and sk, the sender can compute EnvelopeGen(x) in polynomial time.

b. For any x, given pk, the receiver R by executing the Opening protocol
EnvelopeOpen can compute in polynomial time the (correct) value
y = EnvelopeGen(x).

c. For any x, given pk, there exists no polynomial time algorithm that computes y = EnvelopeGen(x)
with non-negligible probability.

d. For any VDE y = EnvelopeGen(x), given pk, there exists no polynomial time algorithm
that computes x with non-negligible probability.

4.2 A general construction

In the following we describe a general construction for a VDE scheme based on one-way trapdoor
permutations.

Definition 3 (A VDE Scheme) Let Π be a one-way trapdoor permutation family. The pro-
posed VDE consists of the following algorithms:
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• EnvKeyGen(·): The algorithm takes as input 1k, where k is a security parameter and out-
puts the pair (pk, sk) = ((`, (f, g)), (tf , tg)), where ` is an integer, (f, tf ) ← PermGen(1k)
and (g, tg) ← PermGen(1k), are one-way trapdoor permutations over {0, 1}`. The sender
publishes the pair (f, g) while (tf , tg) is kept secret.

• EnvelopeGen(·, ·): The algorithm is executed by the sender. It takes as input a value
x ∈ {0, 1}`, and the pair (pk, sk) and outputs e = EnvelopeGen(x, (pk, sk)) = f(g−1(x)).
The value e is sent to the receiver.

• EnvelopeOpen: Is an interactive protocol executed by the sender and the receiver. Let
x ∈ {0, 1}`. The Opening protocol works as follows:

– The receiver R sends x to S.

– The sender S computes w = g−1(x) and sends w to R.

– The receiver checks whether g(w) = x and computes EnvelopeGen(x) = f(w).

The security of the presented scheme is proven in the following lemmas whose proofs are
reported in Appendix B.

Lemma 1 If f and g are a one-way trapdoor permutations, then the Verifiable Deterministic
Envelope scheme described above satisfies the following property: for any message x, there exists
no polynomial time algorithm A that, on input x, f and g, computes y = EnvelopeGen(x) with
non-negligible probability, where the probability is taken over the possible choices of x and the
random coins tossed by A.

Lemma 2 If f and g are one-way trapdoor permutations then the Verifiable Deterministic
Envelope scheme described above satisfies the following property: for any verifiable envelope
y = EnvelopeGen(x) = f(g−1(x)), there exists no polynomial time algorithm A that, on input
y, f and g, computes x with non-negligible probability, where the probability is taken over the
possible choices of y and the random coins tossed by A.

Given the above lemmas, we can derive the following:

Theorem 3 If f and g are one-way trapdoor permutations then the Verifiable Deterministic
Envelope scheme described in Definition 3 is OW-secure.

Proof. The proof that statements (a) and (b) of Definition 2 are satisfied follows immediately
by the fact that f and g are permutations; while, the proof that statements (c) and (d) of
Definition 2 are satisfied has been given through Lemmas 1 and 2.

4.3 VDE: A practical instantiation

In this section we describe a practical instantiation of the VDE primitives we have introduced
in the previous section. In our system we use the following implementation of the VDE:

• The function f is implemented as a deterministic RSA encryption.

• The function g is implemented as a deterministic RSA signature.

The different phases of the VDE are implemented as follows:
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• EnvKeyGen(·): The algorithm EnvKeyGen outputs the pair
((nE , eE , dE), (nS , eS , dS)), where

– nS < nE ;

– (nE , eE , dE) are the parameters for the RSA encryption scheme;

– (nS , eS , dS) are the parameters for the RSA signature scheme;

– The parameters pk = ((nE , eE), (nS , eS)) are published while sk = (dE , dS) is kept
secret.

• EnvelopeGen(x, (pk, sk)): Given a value x, the sender computes
e = E(Sig(x, dS), eE) = (xdS mod nS)eE mod nE . The value e is sent to the receiver.

• EnvelopeOpen: Let x be a key. The Opening protocol works as follows:

– The Receiver R sends x to the S.

– The Sender S computes b = Sig(x, ds) = xdS mod nS and sends b to R.

– The receiver checks whether beS = x mod nS and computes
EnvelopeGen(x, (pk, sk)) = beE mod nE .

5 The Architectural Design Principles

In this section we describe the architectural design principles of the implemented prototype and
we report the results of some experiments run in order to evaluate the performances and the
scalability of our distributed certified information access service.

We implemented our prototype by using the PUB-WCL library [6] which has been designed
to execute massively parallel algorithms in the BSP model on PCs distributed over the Internet,
exploiting unused computation donated by PC owners. This goal is achieved efficiently by
supporting thread migration in Java and providing a load-balanced programming interface. A
more detailed description of the PUB-WCL library can be found in Appendix C.

The BSP (Bulk Synchronous Parallel) model was first introduced in [14] in the context of
distributed computation and parallel computing. This model provides a parallel computing
scheme consisting of a set of processors with local memory, an interconnection mechanism al-
lowing point-to-point communication, and a mechanism for barrier-style synchronizations. A
BSP program consists of a set of processes and a sequence of supersteps, i.e. time intervals
bounded by the barrier synchronization.

Architectural design. In this section we briefly describe the architectural design for a system
implementing the primitives described above. We identify four different entities, Certified-
DBOwner, User and PubInfoStorage, and Cluster.

As described in Section 2, a CIA service consists essentially of three phases: an initialization
phase in which the parameters used for the scheme are generated; a Tree construction phase in
which the tree of commitments is constructed; a query phase, in which the User queries the
database. In our setting, the applications cooperate as follow:

• Generation of the parameters: The parameters used for the implementations are
generated as follows:
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– At startup, the PubInfoStorage generates the public parameters that will be used
for the Mercurial Commitment implementations. Since public parameters are used
both for generating the public information and verifying all the answers to queries,
such generation is carried out once, and the parameters are stored in a file.

– The CertifiedDBOwner generates the pair ((nE , eE , dE), (nS , eS , dS)) that will be
used for the VDE computations. The CertifiedDBOwner sends to the PubIn-
foStorage pk = ((nE , eE), (nS , eS)) while it keeps secret sk = (dE , dS).

• Construction of the Tree of Commitments: The tree of commitments is con-
structed in three main steps:

– Local VDEs Computation: For each element (key, value) in the database the
CertifiedDBOwner locally computes
EnvelopeGen(key, (pk, sk)). Once the VDEs for all the keys have been computed,
the CertifiedDBOwner holds a “new” database consisting of the pairs
(EnvelopeGen(key, (pk, sk)), value).

– Local Computation of Tree Leaves: For each element in the database, the
CertifiedDBOwner computes the hard commitment to the string value. After
this phase, the CertifiedDBOwner holds a new database consisting the pairs
(EnvelopeGen(key, (pk, sk)), com(value)).

– Outsourcing the Tree Construction: The CertifiedDBOwner sends the
transformed database to the Cluster by using the PUBWCL library. The Cluster
computes the public information as described in the previous paragraph that is sent
back to the CertifiedDBOwner who forwards it to PubInfoStorage.

• User Queries: Once the public information has been published by the PubInfoStor-
age, the User can query the database as follows:

– Let key be a key. The User engages in a Opening protocol with the Certified-
DBOwner.

– At the end of the protocol, the User computes y = EnvelopeGen(key, (pk, sk)).

– The CertifiedDBOwner sends to the User the answer to the query along with
the open/tease of all the nodes on the path identified by the binary representation of
y.

– The User verified the proof received by the CertifiedDBOwner and accepts it if
it is consistent with the public information held by the PubInfoStorage.

When the User queries the CertifiedDBOwner, he obtains a reply that is verified against
the public information held by the PubInfoStorage. We assume point-to-point secure com-
munication among CertifiedDBOwner, User and PubInfoStorage. Such an assumption
can be easily implemented, e.g., by using Diffie-Hellman key exchange for establishing once a
common key to used for all the communications.

A BSP-based tree construction implementation. In the following we present a dis-
tributed algorithm to construct the Mercurial commitment tree. Such a distributed construction
will be realized by the processors of a BSP-cluster. The workload assigned to each processor of
the cluster will be about the same. This is due both for efficiency reasons and because of the
specific characteristics of the BSP model.
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For each element (EnvelopeGen(key), Commit(value)) of the database, the algorithm run by
the CertifiedDBOwner computes the hash value
H(EnvelopeGen(key)), where H : {0, 1}∗ → {0, 1}60, and stores its value in an ordered list.
Then, such a list is partitioned into 2p ordered sub-list2. The i-th sub-list will includes all the
elements in the subtree rooted at the node identified by the binary representation of i. On the
BSP cluster, a task spanning on 2p processors is created. Finally, the 2p ordered sub-lists are
sent to the BSP cluster. In the cluster, Processor 0 will play a special role collecting the roots of
all subtree computed by all processors and building a Mercurial commitment tree having such
roots as leaves. The CertifiedDBOwner will be ready to answer to the client’s queries once
that it has received all the subtrees computed by the processors in the BSP cluster (including
the “top” subtree computed by Processor 0). The following pseudo-code describes the steps
executed by the CertifiedDBOwner.

StartBSPAlgorithm(database, p)
1 OrderedNodes ← hashAndSort(database)
2 NodesList ← partition(OrderedNodes, 2p)
3 Send NodesList to the BSP cluster
4 Receive and store each SubTree sent by the processors in the BSP cluster
5 Receive and store the TopTree sent by Processor 0

In order to keep the memory footprint low on each processor, we fix the maximum height
h allowed for the tree reconstructed by the processor. The procedure TreeHeight(L) returns
the height k of Mercurial commitment tree containing the leaves in L. If k is less than h, then
the processor will compute the subtree from the ordered block of leaf nodes assigned to it (i.e.
the leaves in L). Once that the computation of the subtree is completed, the processor sends
the whole subtree to the CertifiedDBOwner while its root is sent to Processor 0. On the
other hand, if k is bigger than h, then the processor will partition the list of received values
as done by the CertifiedDBOwner in the StartBSPAlgorithm procedure. At this point,
the processor, for each sub-list in the partition, will compute a Mercurial commitment tree that
will be sent to the CertifiedDBOwner. The processor will cache the roots of the computed
subtrees. After the computation of all subtrees has been completed, the processor will build
a Mercurial commitment tree having the cached roots as leaves. Such a subtree is sent to the
CertifiedDBOwner while its root will be sent to Processor 0. The CertifiedDBOwner
caches each received subtree.

The following pseudo-code is executed by the processors in the BSP cluster. The procedure
BuidlTree(L) returns a Mercurial commitment tree containing the leaves in L.

2The parameter p depends on the number of available processors in the BSP cluster. For instance, if the
cluster contains 16 processors, then a possible value for p is 4. In this way, each processor of the cluster will
receive almost the same number of values to work on.
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computeSubTree(L)
1 h ← the maximum height allowed for the resulting tree
2 k ← TreeHeight(L) � The height of the resulting tree
3 if k ≤ h � The resulting tree will be small
4 then
5 SubTree ← buidlTree(L)
6 Send SubTree to CertifiedDBOwner
7 RootNode ← SubTree’s root node
8 Send RootNode to Processor 0
9 else � The resulting tree would be too big

10 partitionSize← dSize(L)/2he
11 partitionedLeaves← partition(L,partitionSize)
12 for j ← 0 to partitionSize− 1
13 do
14 SubTree ← buidlTree(partitionedLeaves[j ])
15 Send SubTree to CertifiedDBOwner
16 List [j ]← SubTree’s root node
17
18 SubTree ← computeTopPart(List)
19 Send SubTree to CertifiedDBOwner
20 Send RootNode to Processor 0

Processor 0, besides computing the Mercurial commitment tree from the values received
by the CertifiedDBOwner, will retrieve and sort all the cached roots of the other subtrees.
From this ordered list L Processor 0 will build a Mercurial commitment tree having the values
in L as its leaves. Then, such a tree will be sent to the CertifiedDBOwner. Processor 0 will
accomplish such task by executing the following procedure.

computeTopPart(rootNodes)
1 TopTree ← buidlTree(rootNodes)
2 Send TopTree to CertifiedDBOwner

Experimental Results. In this section, we report the results of some experiments run to
evaluate the performances and the real applicability of our distributed certified information
access service. Our experiments have been carried out on two different types of machines. The
first, which we call ”local PCs”, consists of PCs with Intel R© Xeon

TM
processor at 3 GHz with 1

Gb RAM. The second set of machines, which we call the ”cluster PCs”, implementing the web
cluster consists of 39 PCs geographically distributed in 8 European Countries. Among these
computers we identify a central core consisting of 16 PCs, with Intel R© Core2Duo

TM
processors

at 2.6 GHz with 4Gb of RAM, and located in the University of Paderborn. Due to the scheduling
policy, if the number of tasks submitted to the cluster is low and if the load of the machines in
the central core is low, all tasks are assigned to such PCs. We notice that, the PUBWCL library
allows the possibility to submit tasks to the cluster by assigning a virtual node to each task.
Depending on the current load of the cluster, multiple virtual nodes may be assigned to the same
machine. Furthermore, since it is not possible to gain complete control over the machines in the
cluster, if the number of submitted tasks is high, very likely multiple tasks will be allocated to
the same machine inducing, as a side effect of the underlying BSP model, a slowdown for the
whole application.
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For this reason we have first evaluated the time needed to outsource the computation of the
tree of commitments on 4 and 8 nodes. Figures 1 (a) and (b) show the results of the experiments.
More specifically, Figures 1 (a) (resp., (b)) report the time needed to locally compute the VDE
and the hard commitments for the elements in the database, the time needed to transfer the
database from the CertifiedDBOwner to the cluster along with the time needed to transfer
the tree of commitments back from the cluster to the CertifiedDBOwner, the time needed
by a cluster of 4 (resp., 8) nodes to compute the tree of commitments, and, finally, the total
time, computed as the sum of the above partial timings, needed to execute the whole sequence of
operations. It can be seen that, although the CertifiedDBOwner needs to locally compute the
VDE and the hard commitment for each element in the database, most of the computation time
is required by the cluster for distributively construct the tree of commitments. Furthermore,
as the number of nodes increases, the system performance becomes fluctuating because of the
cluster load.
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Figure 1: Time required to distributively construct the tree of commitments on a (a) 4 node
cluster and (b) 8 node cluster.

In Figure 2 we compare the time required by a distributed solution against the one needed by
a centralized algorithm executed on a local PC. In particular, Figure 2 (a) reports a comparison
among the computation time required by a centralized application and the computation time,
i.e., excluding VDE, hard commitment and transfer time, needed by the distributed applications
over 4 and 8 nodes. Figure 2 (b) compares the time needed by a centralized application comput-
ing the tree of commitments and the total time (i.e., including local VDE and hard commitment
computations, information transfer and distributed tree constrution). Finally Figure 3 shows
the speed-up ratio achieved by the distributed solution w.r.t. the centralized one. We first notice
that also these figures show a dependance on the cluster load on a solution including a bigger
number of nodes. We can derive that, if we consider only the time needed to distributively
compute the tree of commitments, the speed-up achieved is linear in the number of nodes used
for the computation. On the other hand, in order to properly compare a centralized solution
to the distributed one, we need to take into account the total time from the moment in which
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the CertifiedDBOwner starts the process of (locally) computing the VDE for the elements
in the database and the moment in which such computation terminates, i.e., we need to include
the local VDE computation and the data transfer. In this case we notice that, as the number
of nodes increases, the distributed computation time decreases and, thus, the impact on the
speed-up ration of local computation and data transfer increases. Nevertheless, the speed-up
achieved by the distributed solution is still linear in the number of nodes used for outsourcing
the computation.
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Figure 2: Tree construction. Time required by a centralized solution and by a distributed
outsourcing. (a) Total time, including VDE computation, distributed tree construction and
information transfer of (b) Computation time only, i.e., excluding data transfer and VDE com-
putation.

6 Conclusions and Future Works

In this paper we have presented a distributed architecture for a Certified Information Access
system. We have shown that it is possible to securely outsource the load for the construction of
the tree of commitments to a cluster of untrusted PCs. To this aim, we have introduced a new
cryptographic primitive, the Verifiable Deterministic Envelope, that might be of independent
interest. Our experiments have shown that, if it is possible to gain complete control over all
the machines in the cluster, then it is possible to achieve a linear speed-up w.r.t. a centralized
implementation. We have used the PUBWCL library as an ”off-the-shelf” technology that allows
the parallelization of computation. We remark that our solution for secure outsourcing does not
depend on the specific technology. Furthermore, the BSP-based algorithm can be easily adapted
to other distributed computation models.

A possible way of further reducing the computation time is to use pre-computation during
both the local VDE computation and tree construction phase on the BSP architecture (this would
be similar to the distributed computation of hard commitments described in [9]). Unfortunately,
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Figure 3: Speed-up ratio computed as the ration between (a) Computation time only over time
required by the centralized application or (b) Total time including local VDE computation, data
transfer and distributed tree construction over time needed by the centralized application.

while we are currently implementing the use of pre-computation for VDE generation, to date, the
PUBWCL library only allows mono-directional communication between CertifiedDBOwner
and Cluster. The CertifiedDBOwner can send a task along with some data to the Cluster
and, when the task is completed, some output is sent to the CertifiedDBOwner. Moreover,
because of the superstep synchronization, communication between different subtasks, namely a
pre-computation subtask and a tree-computation subtask, would not be efficient.
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A Certified Information Access via Mercurial Commitments

In this appendix we describe in more details the generation of the tree of commitments, the
construction of an answer by the CertifiedDBOwner and the verification procedure executed
by the User.

17



Generation of public information. To generate the public information representing the
database D, the CertifiedDBOwner proceeds as follows. We stress, that even though not
explicitly specified, all calls to Commit and SoftCommit take as input also the public parameter
generated by the PubInfoStorage at startup.

The construction of the tree of commitments starts from its leaves. More precisely, for each
x such that D(x) 6=⊥, the CertifiedDBOwner produces (Cx, Dx) = Commit(D(x)). Then,
for each x such that D(x) =⊥ but D(x′) 6=⊥ (where x′ is x with the last bit flipped), the
CertifiedDBOwner produces (Cx, Dx) = SoftCommit. For all the others x, Cx = ∅. Let H
be a hash function. Now the tree is constructed in a bottom-up fashion as follows: for each level
i = `− 1, · · · , 0 and for each string s of length i, define Cs as follows:

1. If Cs0 6= ∅ and Cs1 6= ∅, the let (Cs, Ds) = Commit(H(Cs0, Cs1)).

2. For all s such that Cs′ has been defined in the previous step (s′ is s with the last bit
flipped) but Cs has not, define (Cs, Ds) = SoftCommit.

3. For all other s, define Cs = ∅.

The value at the root Cε is the public information. If we have Cε = ∅ we set (Cε, Dε) =
SoftCommit.

Answer to a query. This method constructs an object that contains the answer to the query
and a proof of validity composed by the decommitments of the corresponding leaf along with
the authenticating path (together with all the decommitments) to the root.

More specifically, we distinguish between the case in which the query x is such that D(x) 6=⊥
and D(x) =⊥. For a string x we denote by x|i the first i bits of x and by (x|i)′ the first i − 1
bits of x followed by the i-th bit of x flipped.

If D(x) 6=⊥, the authenticating path is computed by sending D(x), the corresponding de-
commitment key Dx and, for 0 ≤ i ≤ `−1, the values (Cx|i0, Cx|i1) along with the decommitment
key Dx|i .

Suppose instead that D(x) =⊥ and let h be largest value such that Cx|h 6= ∅, set (Cx, Dx) =
Commit(⊥), and build a path from x to Cx|h as follows: set (Cx′ , Dx′) = SoftCommit; for each
level i from ` − 1 to h + 1, define (Cx|i , Dx|i) = Commit(Cx|i0, Cx|i1), and (C(x|i)′ , D(x|i)′) =
SoftCommit. Note that the only values inside the tree redefined by the above procedure are
those that were not defined before.

Let τx = Tease(D(x), Cx, Dx) and τx|i = Tease((Cx|i0, Cx|i1), Cx|i , Dx|i) for 0 ≤ i < `. The
response to the query consists of ⊥ along with its validation path: (Cx|i , C(x|i)′) for 1 ≤ i ≤ `
and τx|i for 0 ≤ i ≤ `.

Verification of an answer. To verify the certified answer, for a query to a key x such that
D(x) 6=⊥, User executes the VerifyOpen method on all the decommitment received, from the
bottom up to the root. The last verification is made against the database commitment that he
has previously retrieved from the PubInfoStorage. In case the key that has been queried is
not in the database, then the User has to execute VerifyTease instead of VerifyOpen.

Hashing the values. In the discussion above, in several points, we have constructed a hard
commitment of two hard commitments. This will make the size of the commitment roughly
double at each level. Hence, to reduce such expansion, we assume that instead of committing
to a string (or to a pair of strings) we commit to its hash value. Such hash value is computed
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using a collision-resistant hash function H which hashes down a string to a fixed length L, say
L = 128. Similarly, we can have a database with keys of different length if, instead of storing
the pair (x, v), we store the pair (H(x), v).

B Proofs

In this appendix we prove Lemmas 1 and 2. Notice that Lemma 1 (Lemma 2) holds even if g
(f) is a one-way permutation.
Proof of Lemma 1
Let assume that there exists a polynomial time algorithm A that, on input x, f and g, outputs
the value y = EnvelopeGen(x) = f(g−1(x)) with probability at least ε > 0. Given the algorithm
A, we design a polynomial time algorithm A′ that on input g and x outputs σ = g−1(x) with
probability at least ε. The algorithm A′ works as shown in Figure 4.

Algorithm A′(g, x)

1. (f, tf )← PermGen(1k)

2. Let y = A(x, f, g)

3. Compute z = f−1(y)

4. Output z.

Figure 4: Inverting g

We note that, by hypothesis, y = EnvelopeGen(x) = f(g−1(x)) with probability at least ε.
Furthermore, the correctness of the output follows from the fact that f is a permutation.
Proof of Lemma 2
Let us assume that there exists an algorithm A that, on input y = EnvelopeGen(x) = f(g−1(x)),
f and g, outputs the value of x with probability at least ε > 0. By using the algorithm A, it is
possible to design a polynomial time algorithm A′ that given f and a value y = f(z), computes
z with probability at least ε. The algorithm A′ works as shown in Figure 5.

Algorithm A′(f, y).

1. (g, tg)← PermGen(1k)

2. x← A(y, f, g)

3. z ← g−1(x).

4. Output z.

Figure 5: Inverting f

For any input y, by hypothesis, with probability at least ε, the algorithm A outputs a value x
such that y = EnvelopeGen(x) = f(g−1(x)). The correctness of the output and the probability
of success follow by the fact that f and g are permutations.
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C The PUBWCL library

The PUBWCL library [6, 10, 5] has been designed to execute massively parallel algorithms in
the BSP model on PCs distributed over the Internet, exploiting unused computation donated
by PC owners. This goal is achieved efficiently by supporting thread migration in Java and
providing a load-balanced programming interface.

The BSP (Bulk Synchronous Parallel) model was first introduced in [14] in the context of
distributed computation and parallel computing. This model provides a parallel computing
scheme consisting of a set of processors with local memory, an interconnection mechanism al-
lowing point-to-point communication, and a mechanism for barrier-style synchronizations. A
BSP program consists of a set of processes and a sequence of supersteps, (i.e. time intervals
bounded by the barrier synchronization).

However, when dealing with complex algorithms, BSP model suffered of some efficiency
problems. In fact, due to the presence of barrier synchronization, the delay of a single BSP
process (which can be caused, for instance, by a lower percentage of donated computational
power) will cause the delay of the entire BSP program. To address this limitation, PUBWCL
implements a thread migration to move processes at run-time to other hosts with currently more
available computation power. Since the PUBWCL library is implemented in Java, it can address
JavaGo RMI [3, 13] to support thread migration. This implementation consists in a source code
transformation, which extends the Java programming language with three features:

1. Migrations are performed using the keyword go;

2. All methods which can be migrated have to be declared migratory;

3. The depth, up to which the stack will be migrated, can be bounded using undock state-
ment.

The JavaGo compiler jgoc translated this extended language into Java source code.
Related works in the context of distributed parallel computing, such as distributed.net [1],

GIMPS [2], or SETI@home [4], used to follow the master-worker paradigm. According to such
a paradigm, the master decomposes the BSP program into pieces of work, each consisting of
one superstep in one BSP process. Once all BSP processes have been completed, the master
moves to the next superstep. In this way, all the communication passes through the server.
Instead, in PUBWCL a peer-to-peer mechanism is achieved by letting threads migrating without
the intervention of the master. However, administrative tasks (e.g. user management) and
scheduling must be still performed on a client-server basis.
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